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Introduction 

• This presentation is intended to introduce 

you to the following aspects of MT Votes: 

− User Guides 

− System Configuration 

− User Administration 

− Security procedures 



User Guides 

MT Votes User Guides can be 

accessed by clicking the about 

button on the top right of the 

screen and then selecting 

“Download Printable Help.” 



User Guides 

There are several guides to 

choose from. Check the box for 

the ones you would like and 

then click OK 



User Guides 

The Select Destination dialogue 

box will display. The only option 

is the C-drive, so click on it and 

then click OK. 



User Guides 

The screen may appear to 

freeze as the file is downloaded, 

but a confirmation message will 

display once it has. 

Click Cancel to close the 

window. 

 

Clicking OK will cause it to 

download the guide again. 



User Guides 

To locate the file you will need 

to go into My Computer and 

open your C-Drive. 



User Guides 

The downloaded guide should 

appear at the bottom of the 

window. 

 

It is best to leave this guide in 

this location and create a 

desktop short-cut to it, so that it 

is easily updated. 



User Guides 

To create a desktop shortcut to 

the guide, right click on the file 

and then select Desktop from 

the Send To menu. 



User Guides 

The shortcut will now display on 

your desktop, and the original file 

will remain on your C-drive. 

 

This link will allow you to easily 

access the guide regardless of how 

many times you have downloaded it 

to get the newest version. 



System Configuration 

To modify system settings for 

your county you will first need 

to access System Configuration. 



System Configuration 

The initial screen defaults to the 

Addresses information for your 

county. 

 

From this screen you can add, 

remove, or modify address 

information for your county. 

Click on the other Menu’s to 

view available options. 



System Configuration 

The Voter Record menu options 

allow you to configure the 

various voter details available in 

MT Votes. 

 

This is also where the NVRA 

process is located. 



System Configuration 

The Elections menu contains 

options for managing various 

election related defaults and 

information. 

 

The Flex label screen will allow 

you to create custom label times 

to be used in election 

management when printing 

ballot labels. 



System Configuration 

The Petition menu options will 

allow you to specify petition 

related details, such as statues 

and types. 



System Configuration 

The Polling Place/Location menu 

is where you can create new 

polling places/locations, and 

enter in resources that may be 

available at each facility. 



System Configuration 

The Election Worker menu 

options allow you to add the 

various jobs and trainings that 

you will need for your election 

workers. 



System Configuration 

The County Configuration menu 

options will allow you to specify 

default data entries for your 

county. 

This screen is also where you 

will specify which district types 

to include on your voter 

confirmation cards. 



System Configuration 

Used primarily by the Help Desk, 

The Error Log screen is where 

the system keeps track of the 

various errors that have 

occurred throughout the 

database. 



System Configuration 

The User settings menu options 

allow you to modify how the 

system will notify you of incoming 

messages. 

(I.E. Voter Merge requests, etc…) 



User Administration 
• User Role Management 

Click on “User Administration” 

to modify roles and privileges 

assigned to workers in your 

county. 

Only users with the County 

Administrator Role can create or 

modify user roles. 



User Administration 

The initial screen will display 

with a list of active workers in 

your county. 

Click the Roles tab to view or 

modify existing user roles or to 

create new ones. 



User Administration 

Selecting a role will display 

which privileges have been 

checked for it. 

Click New to create a new user 

Role. 



User Administration 

Enter a unique name for the role 

and click Save. 

Once the new role is displayed 

under Roles you will need to 

click on it, and then check each 

box that corresponds to the 

desired privilege you are 

wanting to grant. 



User Administration 

From this screen you can view or 

delete existing roles as needed. 



• Password Management 

− You must change your password every 90 

days. 

 

− Do not give it to anyone. 

 

− Do not write it down. 

 

− Change it immediately if you suspected 

someone knows your password. 

Security Procedures 



• Password Guidelines 

− Your password must not repeat any 

previously used passwords. 

 

− Whenever possible, your password should 

contain at least three of these four 

character sets: 

• Uppercase letters 

• Lowercase letters 

• Digits 

• Special characters or symbols 

Security Procedures 



• Password Recommendations 

− Create meaningful, easily remembered, passwords, 

that will not be apparent to others. 

 

− Use phrases or sentences as passwords. 

 

− Passwords should not be obviously related to the 

user ( family member names, phone numbers) 

 

− Passwords must be at least 6 characters long. 

 

Security Procedures 



Strong Passwords 

• 5@mplePwd 

• B3agles! 

• GottagoShOpp!ng 

• Ih8R@inyD@ys 

 

• Do not use these samples 

for your actual password. 

Weak Passwords 

• password 

• fido 

• 123456 

• abcdefg 

Security Procedures 



• Securing your Workstation 

− Close files and sessions not in use. 

 

− Log off prior to leaving your terminal at the 

end of the day. 

 

− Lock your workstation every time you leave 

it: 

• CTRL+ALT+DEL and click ‘Lock Workstation’ or 

Windows Key + L 

• Use your network password to log back in. 

Security Procedures 



• E-mail 

− Do not transmit information through 

unsecure e-mail. 

 

− Guard against disclosure of confidential 

information through the use of internet e-

mail, news groups, or social websites. 

Security Procedures 



• Phishing 

− Phishers use ‘Spoofed’ e-mails to fool 

recipients into divulging personal and 

confidential information. 

 

− Be suspicious of any email with urgent 

requests for personal financial information. 

 

− If you are not sure call the company 

requesting the information and confirm with 

them. Contact the Help Desk for further 

Assistance. 

Security Procedures 



• Types of Malicious Software 

Viruses 

Worms 

Trojans 

Malware 

Spyware 

Security Procedures 



• Malicious software Protection 

− Antiviral Software 

• All workstations must be protected 

 

− Potential harm can occur: 

• Files become corrupted 

• Files are deleted 

• Systems crash 

Security Procedures 



• Malicious software Protection 

− Notify the Help Desk of any antiviral 

software-generated alerts or symptoms of 

infected machines. 

 

− Take care not to open e-mail attachments 

from unknown and/or unsolicited sources. 

Security Procedures 



• Malicious software Protection 

− Symptoms of infected machines include: 

• Your computer starts behaving strangely. 

 

• Data files in programs such as word or Excel 

become corrupt or lost with no reasonable 

explanation. 

 

• Any unexpected changes in the content/size of 

your files. 

Security Procedures 



• Malicious software Protection 

− When you suspect a possible virus: 

• Cease using your computer 

• Do not reboot your computer 

• Do not open any new programs 

• Do not send or attempt to receive e-mails 

• Do not turn your computer off 

• Call the Help Desk at 1-866-541-6767 

Security Procedures 



• Security Breaches 

− Examples of Security Breaches: 

• Leaving computers unsecured 

• Giving out a password 

• Leaving protected information displayed on a 

computer or desk 

• Downloading or installing software without 

approval 

• Disregarding virus warnings 

Security Procedures 



• Incident reporting 

− Immediately report any and all suspected or 

actual breaches of information security to 

the Help Desk. 

 

− Report the following to the Help Desk: 

• Date and time incident was discovered 

• Observed behaviors that led to the incident 

being suspected 

• Any unusual circumstances surrounding the 

event 

Security Procedures 



• Summary 

− Always secure your workstation 

− Never give out a password 

− Be alert when logging in 

− Use good practices when e-mailing 

− Use safe practices when browsing the 

internet 

− Report possible viruses immediately 

 

− Call the Help Desk at 1-866-541-6767 to 

report any issues or suspected security 

breaches. 

Security Procedures 



As always, please feel free to contact the Help Desk, 

at 1-866-541-6767, with any further questions you 

may have. 
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